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1.INTRODUCTION
TherapidgrowthofusageinCloudcomputingisincreaseasperdemandservicesbytheuser.Themain
characteristics ofCloud computing is scalability,agility,reliability,security,reduction in costand reduce
maintenance.SecurityisacomplexresearchissueinCloudComputing.[8]ThedevelopmentandScalableuseof
Cloudusageisdirectlyorindirectlydependsonimportantfactorofsecurityconcern.Therearemanyapplications
aredeploythroughtheCloudComputingsuchasmedical,industryandeducations.
InhealthcareindustryareusedCloudenvironmentforstoring,retrieveandanalysisofhealthcaredatafor
emergencyforfutureuse.TheeasiestwayofcommunicationishandhelddevicessuchasMobile.Amobiledatais

storedthroughtheCloudhavepossessasbiggestchallengeasCloudtrustenvironment.
TheMCCSecurityissuesarefollowsas:

1. DataLoss.
2. DatastealbyMalwaresoftwares
3. DataLeakage.
4. NetworkAccess.
5. Insecuremarketsoftwares.

Theremainderofthepaperorganizedfollowsas:Insection2,wediscussabouttherelatedwordsofclouds
security.Insection3presentsthearchitectureofMobileCloudcomputingmodel,Insection4representsan
analysisofvariouscloudsecuritymodels.Insection4wediscusstheconclusionandfuturescope.

2.RELATEDWORKS
InmedicalHealthcaresystemsfrequentlyusetheinformationsecuritysystemstostoreandprocessthepatient
informationaswellashospitalinformation.[1]authorspresentsthatCloudcomputingandmobilecomputingplays
amajorvitalroleintherecenttrends.Thecommunicationbetweenthemobileandthecloudproviderstoassureof
usermobility.i.e.Mobilehealth(m-health)technologysystem.Greaterdataabouttheindividualpatientswillableto
storeinthecloudforthePredictiveanalysis.[2,3]towidespreadofthemarketapproachtoenablingthemobile
cloudiseasywaytoaccesstheinformation.[4]AsecurityofMCCdividedintotwotypesofcategories.Theyare
mobileuserlevelsandtheDatasecurity.a.)Mobileuser’sSecurity:Nowadays,Mobilephoneandothersmart
devices[5]areincrease,soexposureofvariousattacksismorepossiblewithdifferentkindsofmalwarecodes
suchasVirusandTrojans.b.)CloudDataSecurity:storingonCloudprovidershasvariousbenefitsbutdealingwith
securedatashouldbecareful.Theprivacycanbeauthentication,Integrityandrightprivileges.

3.CLOUDSECURITYCHALLENGES

A.)IdentificationandAccessManagement
ManyExistingmethodsinIdentityandAuthenticationmodelsaremaynotadopttoimplementinCloud.[6]The
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usernameandpasswordsareweakeninginprocessofsecuritychain.TheimplementationofIdentityandAccess
management(IAM)incloudbecomeamainkeymechanism intheCloudadoption.

B.)CloudDataProtection
TheDataprotectionintheCloudisanothermajorchallengewhichresidesonthemulti-renterenvironment.The
Healthcaredatahavemorepersonalandpossessivedatathatmustbetrustedincloud.TheClouddataprotection
isalsodependsonthePotentialfailuremechanism andalsomemory,storage.

C.)DataCompliance
DataComplianceiscomplicatedissueinCloudComputing.TheLawsandRegulationsarenormallydiffersfrom
varioustypesofCloudproviders.Forexample,theEuropeancountriesneverallow sharinghealthcaredatato
another’scountry.Torestrictandcomplementastrictleveldatasecurityrequiresbettercloudinfrastructure.

D.)DataTrust
DataTrustisafundamentalelementaspectofCloudcomputing.Datafrom varioussourcessuchasmedicaldata
showstheaveragetrustofthedifferentpolicies.Sotrustinthepoliciesishighmajorityonprovidetheservicesof
theCloudcomputing.

E.)CloudSecureArchitecture
Acloudplatform basicallysupportssecurityfeaturessuchasauthenticationsupport,Denialofserviceattack,
Firewallpolicymanagement,LogFileshandlingandsoon.ButinVirtualenvironmentofthecloudneedhigherlevel
ofHybridplatform ofsecuritythatfacilitatesgreaterlevelofplatform architecture.

4.METHODOLOGY

Fig-1:MobileCloudArchitecture

Fig-1explainsthatMobileCloudArchitectureofSecurity.Themobiledevicesareconnectedthroughthewifior
GPRScommunicationandpassesthroughtheAntenna.ThisactioncarriesoutinMobilecomputing,Thenthe
AntennaistransferovertheCloudenvironmentagainthroughthewifisignalsthatiscarriedoutintheCloud
computingblock.IntheCloudinternethavethesecuritysolvingmechanisms.A threeimportantlayersthat
facilitateinCloudasi.)AppliationLayer,ii.)BusinessLayerand,iii.)DatabaseStorageLayer.Accordingtoneeds
fordataserviceseverylayermusthavetheendtoendlevelofsecurityfunctionshouldbeembeddedintheCloud
Infrastructure.

5.CONCLUSION
InordertoattainabetterlevelofsecurityandincreasethereliabilityofMCC.Datasecurityandprivacyisanimport
mechanism forprovidingservicestotheCloudcomputingthatneedstobeaddressandspecifiedinsecurityplan
andalsodevelopEndtoendsecurityincloudcomputingisimportantconcernservicesarerunningoncloudmust
followthedifferenttypesofsecuritypoliciesandPrincipleofleastprivileges.
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